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1 AT+i Command Set  

1.1 Scope  

This manual describes the Interface standard, protocol, and syntax of firmware flavor B 

for iChip CO2064SEC. 

 

1.2 AT+i Command Guidelines  

The AT+i commands used to control the iChip are listed in this section.  

AT+i commands are an extension to the basic AT command set. They are parsed and 

acted upon by iChip. 

 

The ASCII ISO 646 character set (CCITT T.50 International Alphabet 5, American 

Standard Code for Information Interchange) is used for issuing commands and responses. 

Only the low-order 7 bits of each character are used for commands or parameters; the 

high-order bit is ignored. Upper-case characters are equivalent to lower-case ones. 

1.3 AT+i Command Format  

An AT+i command line is a string of characters sent from the host to the iChip while it is 

in command state. The command line has a prefix, a body, and a terminator. Each 

command must begin with the character sequence AT+i and terminated by a carriage 

return (<CR>). Commands can be entered either in upper-case or lower-case. 

 

The AT+i command body is restricted to printable ASCII characters (032-126). The 

command terminator is the ASCII <CR> character. The command line interpretation 

begins upon receipt of the carriage return character (an exception to this rule is the 

AT+iSSND command). 

 

When ECHO is enabled, the <CR> (Carriage Return) character is echoed as a 2-character 

sequence: <CR><LF> (Carriage Return + Line Feed). 
 

Characters within the AT+i command line are parsed as commands with associated 

parameter values. 

 

The iChip supports editing of command lines by recognizing a backspace character. 

When ECHO is enabled, they respond to receipt of a backspace by echoing a backspace 

character, a space character, and another backspace. When ECHO is disabled, backspace 

characters are treated as data characters without further processing. 
 

If a syntax error is found anywhere in a command line, the remainder of the line is 

ignored and the I/ERROR result code returned. 

 

Commands are accepted by the iChip once the previous command has been fully 

executed, which is normally indicated by the return of an appropriate result code. 
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1.4 Escape Code Sequence  

While the iChip is in Internet mode attending to Internet communications, it is possible to 

break into the communications and abort the Internet mode in an orderly manner. This is 

achieved by sending the iChip a sequence of three ASCII ‗+‘ characters (‗+++‘) after a 

half second silence period. In response to this, the iChip: 

 Shuts down Internet communications. 

 Terminates data transmission to the host. 

 Responds with an I/ERROR(056) message. 

 Returns to command mode. 

 

A maximum delay of 10msec may elapse from the time the ‗+++‘ escape sequence is sent 

until iChip cuts-off transmission to the host. The interrupted Internet activity is not 

completed. Nevertheless, this is considered to comprise a session. Thus, parameters set 

with the ‗~‘ character are restored to their permanent value. 

1.5 Socket Command Abort  

While the iChip is in Internet mode, during a TCP or UDP socket operation, it is possible 

to override iChip‘s normal timeout procedure and abort the current socket operation in an 

orderly manner. This is achieved by sending the iChip a sequence of three ASCII ‗-‘ 

characters (‗---‘) following a half second silence period. The socket commands to which 

this applies are: STCP, SUDP, SSND and SFSH. When iChip detects the socket abort 

command, it aborts the last socket command and returns an I/ERROR following the 

STCP and SUDP commands, or I/OK during an SSND or SFSH command. 

1.6 Auto Baud Rate Detection  

iChip supports auto baud rate detection on the host serial communications line. After 

power-up, the iChip enters auto baud mode when the BDRF parameter is set to the value 

‗a‘. The AT+iBDRA command forces iChip into auto baud mode while it is already in 

operation. 

 

In auto baud mode, iChip expects an ‗A‘ or ‗a‘ character. This is usually the first 

character sent, since in Command mode a meaningful command is always prefixed by 

‗AT+I‘. 

 

The host may send an ‗a‘ or ‗A‘ to the iChip to allow it to determine the host‘s baud rate. 

It may also send a complete ‗AT+I‘ command. In any case, iChip detects the ‗A‘ or ‗a‘ 

character, determines the correct baud rate, and configures its serial channel during the 

stop-bit. Thus, the next character is received by the serial port at the correct baud rate. 

The ‗A‘ itself is retained as well. iChip supports auto baud rate detection for the 

following baud rates: 2400, 4800, 9600, 19200, 38400, 57600, and 115200. 

When the BDRF parameter contains a fixed baud rate, iChip initializes to the specified 

baud rate without entering auto baud mode. Commands issued by the host must be sent 

using that baud rate in order to be recognized. In this case, the iChip can be forced into 

auto baud mode by holding the special input signal low for not more than five seconds 

following power-up. 
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1.7 Reset via Serial Link 

Issuing a BREAK signal on the host serial link effectively RESETs the iChip. A 

BREAK signal is issued by transmitting a LOW (zero value) for a period that is 

longer than 23 bits at the current baud rate. Considerably lowering the host baud rate 

(300 baud or less) and transmitting a binary zero generates a BREAK signal. After a 

BREAK signal is issued, iChip requires 4 seconds to complete the reset cycle before 

commands can be issued. When iChip is configured for auto baud rate, the BREAK 

method is especially useful to force iChip back into auto baud rate mode when iChip 

and the host lose synchronization. 
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2 General Format  
AT+i<cc>[<del>[<parameter> | #UFn]…]<CR> 

 

<cc> (or <par>) : 2-4 letter command code (<cc>) or parameter name (<par>) 

<del> : Delimiter: '=',  '~', '?',  ':', ‗,‘ 

<parameter> : Optional parameter or data. If <parameter> includes a <del>, as 

defined above, it must be enclosed in single (‗) or double (―) 

quotes. The terminating <CR> is considered as a terminating 

quote as well. 

#UFn : User-field macro substitution 

<CR> : Carriage Return line terminator (ASCII 13) 

2.1 AT+i Commands by Category  

Command Function Parameters/Description 

AT+i  Command Prefix Required to precede all commands 

Parameter Database Maintenance 

<par>=value 

or 

<par>:value 

Set Parameter value stored in parameter <par> in nonvolatile memory. 

<par> retains set value after power down, indefinitely. 

<par>~value Assign Single Session 

Parameter Value 

value is assigned to parameter <par> for the duration of 

a single Internet session. Following the session the 

original value is restored. 

<par>? Read Parameter Parameter value is returned. 

<par>=? Parameter what? Returns the allowed values for this parameter. 

FD  Factory Defaults Restores all parameters to Factory Defaults. 

Status Report 

RP<i>  Request Status report Returns a status report value based on <i>. 

Connection 

BDRA Auto Baud Rate Mode Forces iChip into auto baud rate detection mode. 

UP Connect to Internet This command forces iChip to go online, establish an 

Internet session, and optionally register its IP address. 

DOWN Disconnect from Internet This command forces iChip to terminate an Internet 

session and go offline.  

PING PING a Remote System Send a PING message and wait for its echo response. 
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Command Function Parameters/Description 

Socket Interface 

STCP:<host>, 

<port>[,<lport>] 

Socket TCP Opens and connects a TCP socket. If iChip is not online, 

it is connected. The responding system is assumed to be 

a server listening on the specified socket. Returns a 

handle to the socket. 

SUDP: 

<host>,<rport> 

[,<lport>] 

Socket UDP Opens, connects, and optionally binds a UDP socket. If 

iChip is not online, it is connected. Returns a handle to 

the socket. 

LTCP: 

<port>, 

<backlog> 

Listening Socket Opens a TCP listening socket on <port>. Allows a 

maximum of <backlog> concurrent connections. 

Returns a handle to the socket. Up to two listening 

sockets are supported. 

LSST:<hn> Listening Socket Status Returns a list of active socket handles accepted for a 

listening socket identified by handle <hn>. 

SST:<hn> Single Socket Status Returns status of a single socket identified by handle 

<hn>. A subset of RP4 Report. 

SCS:<hn> Socket Connection 

Status 

Returns status of a single socket identified by handle 

<hn>. A subset of RP4 Report. Does not report number 

of buffered characters 

SSND[%]: 

<hn>,<sz>: 

<stream> 

Socket Send Sends a byte stream of size <sz> to the socket identified 

by handle <hn>. The % flag indicates an automatic 

socket flush. 

SRCV:<hn> 

[,<max>] 

Socket Receive Receives a byte stream from the socket identified by 

handle <hn>. Accepts up to <max> bytes. If <max> is 

not specified, all available bytes are retrieved. 

GPNM:<hn>  Get Peer Name Retrieves Peer Name (<IP>:<Port>) of a remote 

connection to the TCP/UDP socket specified by socket 

handle <hn>. 

SDMP:<hn>  Dump Socket Buffer Dumps all buffered data currently accumulated in a 

socket‘s input buffer. The socket remains open. 

SFSH[%]:<hn>  Flush Socket‘s 

Outbound Data 

Flush (send immediately) data accumulated in a socket‘s 

outbound buffer. If the flush and acknowledge flag (!) is 

specified, iChip waits for peer to acknowledge receipt of 

the TCP packet. 

[!]SCLS:<hn>  Close Socket Closes a TCP/UDP socket. If that socket is the only 

socket open and the stay-online flag (!) is not specified, 

iChip terminates the Internet session and goes offline. 

SSL:<hn> SSL3/TLS1 Socket 

Connection 

Negotiates an SSL3/TLS1 connection on an existing 

TCP socket. 

Firmware Update 

FU Firmware Upload Activates the Boot Loader Monitor mode, which is used 

to locally update firmware. 

Table  2-1 AT+i Commands by Category  
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3 AT+i Result Code Summary  
 

Response 

String 

 Denotation 

I/OK  Command was successfully executed. 

I/BUSY  iChip busy. Command discarded. 

I/ONLINE  iChip completed an Internet activity and returned to command mode. 

I/DONE  iChip completed Internet activity or returned to command mode. 

I/ERROR(nnn) nnn Command error encountered. Command discarded. 
 41 Illegal delimiter 42 Illegal value 

 43 CR expected 44 Number expected 

 45 CR or ‘,’ expected 46 DNS expected 

 47 ‘:’ or ‘~’ expected 48 String expected 

 49 ‘:’ or ‘=’ expected 50 Text expected 

 51 Syntax error 52 ‘,’ expected 

 53 Illegal command code 54 Error when setting parameter 

 55 Error when getting parameter 

value 

56 User abort 

 61 Internal memory failure 62 User aborted the system 

 63 ~CTSH needs to be LOW to 

change to hardware flow 

control 

64 User aborted last command using ‘---’ 

 67 Command ignored as 

irrelevant 

69 Timeout on host communication 

 74 LAN Connection lost 75 Access denied to ISP server 

 88 Socket IP registration failed 90 IP registration failed for all methods specified 

 96 A remote host, that had taken 

over iChip through the LATI 

port, had disconnected 

100 Error restoring default parameters 

 101 No ISP access numbers 

defined 

103 No PWD entered 

 104 No DNS defined 111 Serial data overflow 

 116 Error parsing a new trusted 

CA certificate 

200 Socket does not exist 

 201 Socket empty on receive 202 Socket not in use 

 203 Socket down 204 No available sockets 

 207 Error creating socket 208 Socket send error 

 209 Socket receive error 212 Socket flush error 

 215 No carrier error on socket 

operation 

216 General exception 

 217 Out of memory 218 An STCP (Open Socket) command specified a 

local port number that is already in use 

 219 SSL initialization/internal CA 

certificate loading error 

220 SSL3 negotiation error 

 221 Illegal SSL socket handle. 

Must be an open and active 

TCP socket. 

222 Trusted CA certificate does not exist 

 224 Decoding error on incoming 

SSL data 

225 No additional SSL sockets available 

 226 Maximum SSL packet size 

(2K) exceeded 

227 AT+iSSND command failed because size of 

stream sent exceeded 2048 bytes 
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 228 AT+iSSND command failed 

because checksum calculated 

does not match checksum sent 

by host 

400 MAC address exists 

 401 No IP address 501 Communications platform already active 

 570 PING destination not found 571 No reply to PING request 

Table  3-1 AT+i Result Code Summary  

 

 

Note: All iChip response strings are terminated with <CR><LF>.
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4 Report Status  
 

4.1 +iRPi - Report Status 

Syntax: AT+iRPi Returns appropriate status message. 

 

Parameters: i = 0 ..8 

 

Command Options: 

i=0 Returns the iChip part number. 

i=1 Returns the current firmware revision and date. 

i=2 Returns the connection status. 

i=4 Returns iChip socket status. 

i=6 Returns current ARP table 

i=7 Returns socket-buffers utilization bitmap. iChip‘s DTRH 

signal can be used to signal socket buffer status changes 

in hardware. This signal is raised when new data in one 

or more sockets is available, or when a remote browser 

has changed a web parameter. It is lowered when any 

socket or web parameter is read. 

i=8 Returns current time-of-day based on time retrieved from 

the Network Time Server and the GMT offset setting. 

Returns an all-zero response if a timestamp has not yet 

been retrieved from the network since the last power-up. 

 

Default: None 

 

Result code: 

Status Message if i = 0..8 ; Followed by I/OK. 

I/ERROR   Otherwise 
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Status Message Format: 

Report 

Option 

Format 

0 COnnnAD-ii (xxMHz) 

nnn – Version number;  ii – Interface code: S-Serial, L-LAN, D-Dual 

xx   -- Clock Rate: 33 or 66 

1 IiimmmTss (<Version Date>) 

Ii – Interface code; mmm – Major Version; T – Version type code; ss – 

Sub-version 

2 Status string:      " Command mode<CR/LF>"  

"<CR/LF >Carrier Lost <CR/LF>"  

"<CR/LF >Link Lost <CR/LF>"  

4 I/(<sock0sz>, <sock1sz>, … ,<sock9sz>) 

sock<i>sz   >=0 : Number of bytes pending in socket‘s input buffer 

                      <0 : Negative value of socket‘s error code 

6 Current ARP table listing: 

INTERNET ADDRESS        PHYSICAL ADDRESS  STATE      TTL 

nnn.nnn.nnn.nnn                    xxxxxxxxxxxx                    VALID      nnn  sec. 

Mostly for debugging purposes.  

7 I/xxxx 

xxxx – 16 bit Hex Value Bitmap 

 

A bit set to ‗1‘ indicates that the corresponding socket contains 

buffered data, which needs to be read by the host. 
bit 15     10   7       0 

socket      WEB 9 8 7 6 5 4 3 2 1 0 

 

Bit 10 is set to ‗1‘, when the remote browser updates one or more 

application Web site Parameter Tags. It will be reset to ‗0‘ when the 

host reads any application website parameter, using: 

AT+i<Parameter Tag>? 

8 The current time-of-day is returned according to ISO 8601: 

<YYYY-MM-DD>T<HH:MM:SS> <TZD> 
YYYY-MM-DD -- Year-Month-Day ; óTô – Fixed Separator ; 

HH:MM:SS -- Hrs:Mins:Ses ; TZD -- Time Zone Designator: +hh:mm or –hh:mm 

 

All-zeros response: 0000-00-00T00:00:00 <TZD>. 

Table  4-1 Report Status Message Format  
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5 Connection 

5.1 +iBDRA - Forces iChip into Auto Baud Rate Mode  

Syntax: AT+iBDRA Forces the iChip into ‗auto baud‘ mode. The 

following ‗A‘, ‗AT‘ or ‗AT+i' command (in any 

combination of upper or lower case) from the host 

will synchronize on the host‘s baud rate. 

   

Parameters: None 

 

Command Options: 

iChip supports auto baud rate detection for the following baud 

rates: 

2400, 4800, 9600, 19200, 38400, 57600, and 115200 

 

 

Result code: 

I/OK This result code is sent using the previous baud 

rate. 
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5.2 +iUP - Initiate Internet Session 

Syntax: AT+iUP[:n] Go through an IP registration process, as 

determined by n. 

  

Parameters: n = 0..1 

 

Default: n = 0 

 

Command Options: 

n=0 Go online 

n=1 Go online, and carry out the IP registration 

process according to the relevant registration 

option parameters. 

 

Result code: 

I/ONLINE After successfully establishing an Internet 

session and completing the IP registration (if 

requested). 

 

 or 

I/ERROR If iChip cannot go online and establish an 

Internet session or cannot complete the 

requested IP registration. 
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5.3 +iDOWN — Terminate Internet Session 

Syntax: AT+iDOWN Terminates an ongoing Internet session, goes 

offline and returns to Command mode.  

  All open sockets are closed and the web server 

deactivated. 

  iChip effectively executes a software reset. 

  

Parameters: None 

 

Result code: 

 I/OK 

 

 Followed by: 

I/ERROR After terminating the current Internet session 

when the command caused iChip to abort an 

ongoing Internet activity or close an active 

socket. 

 or 

 I/ONLINE After terminating the current Internet session. 



Connection 

AT+i Programmer‘s Manual Version 8.15 5-4 

5.4 +iPING  — Send a PING Request to a Remote Server  

Syntax: AT+iPING:<host> Sends a two-byte ICMP PING request packet to 

the remote host defined by host. 

  

Parameters: <host> = Logical name of the target host or a 

host IP address. 
 

Command Options: 

<host> The host name may be any legal Internet server 

name, which can be resolved by the iChip‘s 

DNS (Domain Name Server) settings. The host 

name may also be specified as an absolute IP 

address given in DOT form. 

  

Result code: 

I/<RTT> Upon successfully receiving an ICMP PING reply 

from the host, the round trip time in milliseconds is 

returned (RTT). iChip allows up to <PGT> 

milliseconds for a PING reply. If a reply is not 

received within <PGT> milliseconds, iChip sends 

two more PING requests, allowing <PGT> 

milliseconds for a reply on each of the requests 

before reporting an error. 

 

I/ERROR Otherwise 
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6 Direct Socket Interface  

6.1 +iSTCP — Open and Connect a TCP Socket  

Syntax: AT+iSTCP:<host>,<port>[,<lport>] Opens a TCP (Transmission Control 

Protocol) client socket and attempts 

to connect it to the specified <port> 

on a server defined by <host>. 

  

Parameters: <host> = Logical name of the target server or a 

host IP address. 

 <port> = 0..65535, target port 

 <lport> = Optional local port on iChip. 
 

Command Options: 

<host> The server name may be any legal Internet 

server name that can be resolved by iChip‘s 

DNS (Domain Name Server) settings. The 

server name can also be specified as an absolute 

IP address given in DOT form. 

<port> It is assumed that the server system is listening 

on the specified port. 

<lport> Can be optionally specified to force iChip to use 

lport as the local port when opening the TCP 

socket. If unspecified, iChip allocates a port from 

its internal pool
1
. 

 

Result code: 

I/<sock handle> Upon successfully opening and connecting the 

TCP socket to the <host>:<port>, a socket 

handle is returned. The socket handle 

<sock handle> is in the range 0..9 and used to 

reference the socket in all following socket 

commands. 

I/ERROR Otherwise 

 

The Socket Command Abort may be used to abort prematurely. 

 

Note 
1
: iChip uses the port range [1025 .. 2048] when assigning default local ports. The 

host should refrain from specifying local ports in this range to ensure that 

Error 218 is not generated as a result of requesting local ports that overlap internal 

assignments. 
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6.2 +iSUDP — Open a Connectionless UDP Socket  

Syntax: AT+iSUDP:<host>,<rport>[,<lport>]  

  Opens a UDP (User Datagram Protocol) socket 

and sets the remote system‘s <host>:<port> 

address. 

  

Parameters: <host> = Logical name of the target server or a 

host IP address, or 0.0.0.0 to open a 

non-connected socket. 

 <rport> = Remote port number to send to, or 0 

to open a non-connected socket. 

 <lport> = Optional local UDP port to use. 
 

Command Options: 

<host> The remote system‘s name may be any legal 

Internet server name that can be resolved by 

iChip‘s DNS (Domain Name Server) settings. 

The server name may also be specified as an 

absolute IP address given in DOT form. When 

the <host> is defined, the resulting UDP socket 

is created and connected. If <host>=‘0.0.0.0‘, 

the socket is created but remains unconnected. 

The first UDP packet to arrive automatically 

latches the sender‘s IP port, in effect connecting 

the socket. 

<rport> Specifies the remote system‘s port. 

<lport> Specifies the local port to use. If unspecified, 

iChip allocates a port from its internal pool. 

 

Result code: 

I/<sock handle> Upon successfully opening and connecting the 

UDP socket to <host>:<port>, a socket handle is 

returned. The socket handle <sock handle> is in 

the range 0..9 and used to reference the socket in 

all following socket commands. 

I/ERROR Otherwise 

 

The Socket Command Abort may be used to abort prematurely. 
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6.3  +iLTCP — Open a TCP Listening Socket  

Syntax: AT+iLTCP:<port>,<backlog> Opens a TCP listening socket on the local IP 

address and the specified port <port>. 

<backlog> specifies the maximum number 

of remote concurrent connections allowed 

through the listening socket. 

  

Parameters: <port> = 0..65535 

 <backlog> = 1..10 
 

Command Options: 

<port> Listening port to be used by a remote system 

when connecting to iChip. 

<backlog>  Specifies the maximum number of active 

connections that may be concurrently 

established through the listening socket. 

 

Once the listening socket is open, it automatically accepts 

remote connect requests up to the maximum allowed. When a 

remote system connects through the listening socket, a new TCP 

socket is spawned internally ready to send and receive data. See 

the AT+iLSST command for details on retrieving the handles of 

active sockets connected through a listening socket. When a 

connected socket is closed, the listening socket allows a new 

connection in its place. 

 

Result code: 

I/<sock handle> Upon successfully opening a TCP listening 

socket, a socket handle is returned. The socket 

handle <sock handle> is in the range 10..11 and 

used to reference the socket in all following 

socket commands. 

I/ERROR Otherwise 
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6.4  +iLSST — Get a Listening Socket’s Active Connection Status  

Syntax: AT+iLSST:<hn> Retrieves handles of active socket connections 

established through the listening socket 

identified by <hn>. 

 

Parameters: <hn> = A TCP listening socket handle of an 

open listening socket. 
 

Command Options: 

<hn> Must have been obtained by a previous 

AT+iLTCP command during the current 

Internet session. 

 

Result code: 

I/(<hn1>,…,<hnBacklog>) 

 A list of active socket handles. The list contains 

<backlog> elements, where <backlog> was used 

when opening the listening socket identified by 

<hn>. 

Where, 

<hni> >= 0 : A handle to an active connected 

socket 

 =  -1 :  No connection has been 

established. 

 

I/ERROR If <hn> is not an open listening socket, or 

otherwise some error occurred. 
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6.5 +iSST — Get a Single Socket Status Report  

Syntax: AT+iSST:<hn> Retrieves a socket status report for a single 

socket. This is a subset of the general AT+iRP4 

report command. 

  

Parameters: <hn> = A TCP/UDP socket handle. 

  
 

Command Options: 

<hn> Must have been obtained by a previous 

execution of an AT+iSTCP or AT+iSUDP 

command during the current Internet mode 

session. Or a socket accepted by a listening 

socket. 

 

Result code: 

I/(<sockstat>) 

Where, 

<sockstat> >= 0 : Number of bytes pending in 

socket <hn>‘s input buffer 

 < 0 : Socket Error code 

 

I/ERROR If some error occurred. 
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6.6 +iSCS — Get a Socket Connection Status Report  

Syntax: AT+iSCS:<hn> Retrieves a socket‘s connection status report 

without reporting the number of buffered 

characters. 

  

Parameters: <hn> = A TCP/UDP socket handle. 

  
 

Command Options: 

<hn> Must have been obtained by a previous 

execution of an AT+iSTCP or AT+iSUDP 

command during the current Internet mode 

session. Or a socket accepted by a listening 

socket. 

 

Result code: 

I/(<sockstat>) 

Where, 

<sockstat> = 000 : Socket is connected without 

any associated errors. 

 <     0 : Socket Error code 

 

I/ERROR If some error occurred. 
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6.7 +iSSND[%] — Send a Byte Stream to a Socket  

Syntax: AT+iSSND[%]:<hn>,<sz>:<stream>[<checksum>] 

  Sends a byte stream of size sz to the socket 

specified by the socket handle hn. 

Parameters: <hn> = A TCP/UDP socket handle of an open socket. 

 <sz> = The exact size of the byte stream that follows. 

 <stream> = a byte stream of size sz to be sent to 

the specified socket. When iChip is in checksum 

mode (CKSM set to ‗1‘), sz is limited to 2048 

bytes. 

 <checksum> = A two-byte checksum. Checksum is 

calculated by summing all the characters in stream 

modulo 65536 and taking two‘s complement of the 

result. Checksum is sent as big-endian. This 

parameter must be appended by the host 

application when iChip is in checksum mode. 

 

Command Options: 

<hn> Must have been obtained by a previous execution 

of an AT+iSTCP or AT+iSUDP command during 

the current Internet mode session. Or a socket 

accepted by a listening socket. 

<sz> 0..4GB 

<stream> An 8-bit byte stream of exactly size sz. If sz is 

larger than 256 bytes, iChip assumes host flow 

control. Depending on the setting of the FLW 

parameter, the flow control mode is either software 

or hardware. 

 Under software flow control mode, the host 

processor must respond to iChip‘s flow control 

characters. The flow control protocol is detailed in 

the ―Host  iChip Software Flow Control‖ 

section. 

 Under hardware flow control, the ~CTS/~RTS 

RS232 control signals must be connected and the 

host must respond to iChip‘s ~CTS signal. The 

host may send data only when the ~CTS signal is 

asserted (active low). 

‗%‘ flag When the auto flush (‗%‘) flag is specified, the 

socket is automatically flushed immediately after 

receiving the stream. Otherwise, data is transmitted 

to the Internet only in integral quantities of the 

specified Maximum Transfer Unit (MTU) or when 

the AT+iSFSH command is issued. 

 

Result Code: 
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I/OK After sz bytes have been transferred successfully to 

the socket‘s output buffer. 

I/ERROR Otherwise 

 

Note: When iChip is in checksum mode, it calculates 

the checksum of the data received from host and 

compares it with checksum sent by host. If the 

two match, the result code is I/OK. Otherwise, 

I/ERROR (228) is returned and the data 

discarded. If host attempts to send more than 

2048 bytes, I/ERROR (227) is returned. 

The Socket Command Abort may be used to abort prematurely. 
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6.8  +iSRCV — Receive a Byte Stream from a Socket’s 
                        Input Buffer  

Syntax: AT+iSRCV:<hn>[,<max>] Receives a byte stream from the TCP/UDP 

socket specified by the socket handle hn. 

Received data is valid only if it already resides 

in iChip‘s socket input buffer at the time this 

command is issued. 

  

Parameters: <hn> = A TCP/UDP socket handle of an open 

socket. 

 <max> = Optionally specifies the maximum 

number of bytes to transfer. Additional bytes 

may remain in the socket input buffer following 

this command. 
 

Command Options: 

<hn> Must have been obtained by a previous 

execution of an AT+iSTCP or AT+iSUDP 

command during the current Internet mode 

session. Or a socket accepted by a listening 

socket. 

<max> If <max> is not specified, all available bytes 

residing in the socket input buffer are returned. 

 

 

 

Returns: 

I/<sz>[:<stream>][<checksum>] 

 

Where, 

sz is the exact size of the binary data stream to 

follow. 

If the socket input buffer is empty, iChip returns 

I/O. In this case, stream is omitted. 

sz is guaranteed to be equal or less-than max, 

when specified. 

checksum is a two-byte checksum. This 

parameter is calculated by iChip only when it is 

in checksum mode (CKSM set to ‗1‘). checksum 

is calculated by summing all the characters in 

stream modulo 65536 and taking two‘s 

complement of the result. checksum is sent as 

big-endian. The host application is assumed to 

calculate its own checksum upon receipt of 

stream and compare it against the checksum 

bytes received from iChip. If the two checksums 
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don‘t match, the host can issue an AT+i!SRCV 

command, which causes iChip to re-transmit the 

data. The next AT+iSRCV command that the 

host issues causes iChip to dump all data 

transmitted to host in the previous AT+iSRCV 

command. 

 

I/ERROR If <hn> is not an open socket, or otherwise some 

error occurred. 
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6.9 +iGPNM — Get Peer Name for a Specified Socket  

Syntax: AT+iGPNM:<hn> Retrieves peer name (<IP>:<Port>) of a remote 

connection to a TCP/UDP socket specified by 

the socket handle <hn>. 

 

Parameters: <hn> = A TCP/UDP socket handle of an open 

socket. 

  
 

Command Options: 

<hn> Must have been obtained by a previous 

execution of an AT+iSTCP or AT+iSUDP 

command during the current Internet mode 

session. Or a socket accepted by a listening 

socket. 

 

Result code: 

I/(<IP>:<Port>) 

Where, 

 <IP> is the remote peer‘s IP address, and 

<Port> is the remote peer‘s port for this 

connection. 

 

I/ERROR If <hn> is not an open socket handle, or 

otherwise some error occurred. 
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6.10 +iSDMP — Dump Socket Buffer  

Syntax: AT+iSDMP:<hn> Dumps all buffered data currently accumulated 

in a socket‘s inbound buffer. The socket remains 

open. 

 

Parameters: <hn> = A TCP/UDP socket handle of an open 

socket. 
 

Command Options: 

<hn> Must have been obtained by a previous 

execution of an AT+iSTCP or AT+iSUDP 

command during the current Internet mode 

session. Or a socket accepted by a listening 

socket. 

 

Result code: 

I/OK If <hn> is a handle to an open socket. 

I/ERROR Otherwise 
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6.11 +iSFSH[%] — Flush Socket’s Outbound Data  

 

Syntax: AT+iSFSH[%]:<hn> Flushes (immediately sends) accumulated data 

in a socket‘s outbound buffer. 

 

Parameters: <hn> = A TCP/UDP socket handle of an open 

socket. 
 

Command Options: 

<hn> Must have been obtained by a previous 

execution of an AT+iSTCP or AT+iSUDP 

command during the current Internet mode 

session. Or a socket accepted by a listening 

socket. 

‗%‘ flag When the flush-and-acknowledge (‗%‘) flag is 

specified and <hn> is a TCP socket handle, 

iChip flushes and waits for the peer receipt 

acknowledgment of all outstanding outbound 

data. 

 Common Errors associated with this flag are 

215 (carrier lost) and 203 (socket closed by peer 

in an orderly manner or did not receive ACK 

after 10 attempts to retransmit unacknowledged 

data). 

 

Result code: 

I/OK If <hn> is a handle to an open socket and, when 

<hn> is a TCP socket handle, all outbound data 

has been received (and when ‗%‘ flag specified 

also acknowledged) by peer. 

I/ERROR Otherwise 

 

The Socket Command Abort may be used to abort prematurely. 
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6.12 +iSCLS — Close Socket  

 

Syntax: AT+i[!]SCLS:<hn> Closes a TCP/UDP socket. If the socket is the 

only open socket and the stay online flag (‗!‘) is 

not specified, iChip terminates the Internet 

session and goes offline. 

 

Parameters: <hn> = A TCP/UDP socket handle of an open 

socket. 
 

Command Options: 

<hn> Must have been obtained by a previous 

execution of an AT+iLTCP, AT+iSTCP or 

AT+iSUDP command during the current 

Internet mode session. Or a socket accepted by a 

listening socket. 

 

 A socket is always flushed before being closed. 

TCP sockets are disconnected from the remote 

host server in an orderly manner. 

 

! Stay online after completing the command. 

 

Result code: 

I/OK If <hn> is a handle to an open socket. 

I/ERROR Otherwise 

 

Followed by: 

I/DONE After successfully closing the last open socket. 

Allow a 2.5 seconds delay for iChip re-

initialization following an Internet mode 

session. 

or 

I/ONLINE After successfully closing the socket, while 

additional sockets are still open or if the stay 

online flag (!) is specified. 

or 

I/ERROR Otherwise
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7 DHCP Client 
 

A DHCP client component in iChip supports IP and server name acquisition from a 

standard DHCP Server. The iChip attempts to contact and acquire server names from a 

DHCP server if and when its DIP (Default IP) parameter contains the special value 

‗0.0.0.0‘. When the DHCP acquisition procedure is successful, the iChip‘s IPA (IP 

Address) parameter contains the assigned IP address retrieved from the DHCP server. In 

addition, server names relevant to iChip parameters are retrieved from the DHCP server, 

if, and only if, they contain empty values at power-up. Parameters that contain non-empty 

values retain those values. In addition, DNS values retrieved from the DHCP server are 

retained as alternative DNS addresses when DNSn contain user-defined values. 

 

Parameter Name Function Empty Value 

IPG Gateway 0.0.0.0 

SNET Subnet Mask 0.0.0.0 

DNS1 Primary Domain Name Server 0.0.0.0 

DNS2 Secondary Domain Name Server 0.0.0.0 

Table  7-1: Server Names Acquired from DHCP Server 

 

All values acquired from the DHCP server are not retained as nonvolatile values. New 

values are acquired during the following DHCP session, which is activated during the 

following iChip power-up, after a soft or hard reset or after the DHCP lease expires. 

 

The DHCP client has two associated points in time when the DHCP server is contacted 

for additional negotiations. At T1 (usually after half the original lease period), iChip 

attempts to renew the lease period. If the renewal procedure fails, at T2 (usually after 7/8 

the original lease period) iChip attempts to re-negotiate the lease. If the procedures at T1 

and T2 fail and the lease expires, iChip reverts parameter values to their pre-DHCP state 

and continuously attempts to locate a DHCP server for re-negotiation. When this is the 

case, iChip stores 0.0.0.0 in the IPA parameter and cannot communicate on the LAN side 

until a DHCP server is found and IP and server names are acquired. 
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8 Secure Socket Protocol 
 

iChip supports the SSL3/TLS1 secure socket protocol, based on RFC2246. iChip 

supports the following Cipher suites: 

 SSL_RSA_WITH_RC4_128_MD5 

 SSL_RSA_WITH_RC4_128_SHA 

 SSL_RSA_WITH_3DES_EDE_CBC_SHA 

 TLS_RSA_WITH_AES_128_CBC_SHA 

 TLS_RSA_WITH_AES_256_CBC_SHA 

 

8.1 Establishing an SSL3/TLS1 Socket Connection 

iChip supports a single SSL3/TLS1 TCP/IP active socket connection. Opening a secure 

socket on iChip involves two steps: 

 

1. Opening a standard TCP/IP socket to a secure server. 

2. Initiating an SSL3/TLS1 handshake over the open socket to establish a secure 

session. SSL3/TLS1 handshake negotiations are initiated using the AT+iSSL 

command. 

 

iChip negotiates the secure connection based on several security-related parameters. It 

authenticates the remote secure server by verifying that the server‘s certificate is signed 

by a trusted Certificate Authority (CA). The trusted CA‘s certificate is stored in iChip‘s 

CA parameter. Following a successful SSL3/TLS1 handshake, iChip encrypts all data 

sent across the socket according to the cipher suite and keys agreed upon during the 

handshake. Data received on the socket is decrypted by iChip prior to making it available 

to the host processor. 

 

8.2 Sending and Receiving Data over an SSL3/TLS1 Socket 

The AT+iSSND command is used to send data over an SSL3/TLS1 socket, using the 

same syntax as for non-secure sockets: 

 

AT+iSSND[%]:<hn>,<size>:<data> 

 

However, the size parameter is interpreted as the size of the data packet to encrypt. It is 

limited to 2K. Receiving data on an SSL3/TLS1 socket is carried out using the 

AT+iSRCV command. iChip automatically decrypts data that arrives on the secure 

socket. The data transferred to the host is always decrypted data. 

 

8.3 SSL3/TLS1 Handshake and Session Example 

Take for example an SSL3/TLS1 server at secure.sslserver.com  running a 

secure application on port 1503. Using iChip, the following sequence opens a secure 

SSL%20Parameter2.doc#CA
Direct%20Socket%20Interface.doc#SSND
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SSL3/TLS1 socket to that application and exchanges data securely. For clarity, 

commands sent to iChip appear in bold and iChip replies appear in italics. 

 

 

AT+iSTCP:secure.sslserver.com,1503  Open a TCP/IP socket to a 

secure application. 

I/000 iChip opens socket and returns 

handle 0. 

AT+iSSL:0 iChip is instructed to negotiate 

an SSL3/TLS1 connection on 

socket handle 0. 

I/OK SSL3/TLS1 handshake was 

successful. SSL3/TLS1 

connection established on socket 

handle 0. 

AT+iSSND%:0,323:< é 323 bytes of plain text data > Host sends 323 bytes of plain 

text data via SSL3/TLS1 socket. 

iChip encrypts data and sends 

cipher text over the Internet. The 

‗%‘ attribute indicates 

immediate flush. 

I/OK iChip encrypted and sent data. 

AT+iRP4 Request socket status 

I/(1267,-200,-200,-200,-200,-200,-200,-200,-200,-200) Socket 0 has 1267 plain text 

bytes buffered. The data was 

originally sent encrypted by the 

server. iChip decrypted the 

cipher text in the background. 

AT+iSRCV:0 Command to retrieve buffered 

plain text. 

I/1267:< … 1267 bytes of plaintext data … > iChip transmits buffered data to 

host. 

AT+iscls:0 Close socket handle 0 

I/OK SSL3/TLS1 socket is closed 

I/DONE iChip is offline 
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8.4 +iSSL — Secure Socket Connection Handshake  

Syntax: AT+iSSL:<hn> 

 Negotiates a secure SSL3/TLS1 connection over an open 

TCP/IP socket. 

Parameters: <hn> = A previously open TCP/IP socket handle. 

Command Options:  

<hn> Must be obtained using the AT+iSTCP command during the 

current Internet mode session. Or a socket accepted by a 

listening socket. 

When a Network Time Server is defined and NTOD is set to 

1, iChip confirms the server‘s certificate date validity using 

the retrieved network time. If, for some reason, the network 

time is not retrieved successfully, iChip does not accept the 

certificate until the time is retrieved successfully. 

Result Code:  

I/OK If the SSL3/TLS1 negotiation is successful. 

I/ERROR Otherwise 
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9 Network Time Client 
 

iChip incorporates an SNTP (Simple Network Time Protocol) client. With this protocol 

support, iChip can be configured to check SNTP servers for current time and date each 

time it goes online. iChip is configured to retrieve time data from a Network Time Server 

each time it goes online with the NTOD parameter. After updating its internal Time-Of-

Day (TOD) registers at least once, iChip continues to keep track of time independently, 

even after it goes offline. When iChip contains real TOD data, e-mails sent are 

automatically stamped with Time and Date of delivery, according to RFC(822) definition 

for the date header field. In addition, the AT+iRP8 report returns the current time and 

date. iChip also contains parameters to configure local GMT offset and a DSTD 

(Daylight Savings Time) rule. These parameters allow iChip to determine the local TOD. 

When iChip is configured for Network TOD (Time Of Day) retrieval from a Network 

Time Server, iChip automatically retrieves an updated time reading every two hours 

while online in order to improve the long term accuracy of its internal time management. 

Server%20Profile%20Parameter3.doc#NTSn
Server%20Profile%20Parameter3.doc#NTOD
Report%20Status.doc#RP8_TOD
Server%20Profile%20Parameter3.doc#GMTO
Server%20Profile%20Parameter3.doc#DSTD
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10 Flow Control  

10.1 Host  iChip Software Flow Control  

When issuing an AT+iSSND command to transfer data to a socket the host transfers a 

binary data stream to iChip. At times, this stream may be very large. Once iChip 

establishes a connection, it acts as a pipeline, transferring data received from the host to 

the Internet. However, the data rates at the host and Internet ends are not always 

balanced. This happens for several reasons: 

1. While iChip logs onto the Internet and establishes a connection, the host 

proceeds to send its data stream to iChip. During this time iChip receives data 

from the host, but cannot send it out. 

2. When using a TCP/IP socket, iChip might need to re-transmit packets. 

 

The amount of buffer space available in the iChip to accommodate for this imbalance is 

limited. Therefore, a flow control scheme is required to regulate hostiChip 

communications. The FLW parameter is set to reflect the preferred flow control mode. 

 

The software-driven flow control protocol is defined as follows: 

 

1. While the host is transferring the binary stream, following the +iSSND prefix, 

iChip issues a ‗WAIT‘ control character when it needs to pause the host. The host 

application is required to monitor its serial receive line and pause the transmission 

when a ‗WAIT‘ control character is received. 

2. To resume the host transmission, iChip issues a ‗CONTINUE‘ control character. 

The host is required to monitor its receive line after being paused in anticipation 

of this control character. Once received, the host might continue to transfer the 

data stream. 

3. If an error occurs during the Internet session while the host is transferring the data 

stream (or while paused), iChip issues an ‗ERROR‘ control character if some 

error occurred. Immediately after issuing this control character, iChip aborts the 

Internet session and issues an ‗I/ERROR (error number)‘ string. The host must 

cease transmitting the data stream when the ‗ERROR‘ control character is 

received. 
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The control characters are defined as: 

 

Control ASCII Dec ASCII Hex Mnemonic 

WAIT 22 0x16 SYN 

CONTINUE 24 0x18 CAN 

ERROR 5 0x5 ENQ 

Table  10-1 Software Flow Control Characters   

 

 

10.2 Software Flow Control During A Socket Send  

 

When a ‗WAIT‘ control is sent to the host during a socket send (AT+iSSND) command, 

it is automatically followed by a RP4 socket status in the following syntax: 

 

 I/(<sock0sz>, <sock1sz>, … ,<sock9sz>)<CR/LF> 

 

See the AT+iRP command for a full description. 

 

While the host is waiting for the ‗CONTINUE‘ control, it might analyze the sockets‘ 

input buffer status. If the host detects a need to execute a socket receive command to 

empty one or more socket input buffers, it might escape the current SSND command by 

issuing a ‗Pause’ sequence immediately after receiving the ‗CONTINUE‘ control. The 

‗Pause’ sequence is defined as: half a second of silence followed by ‗---‗ (three 

consecutive minus sign characters). iChip responds by prematurely terminating the SSND 

command, including flushing the current socket if the ‗%‘ flag is specified. Following 

this, the ‗I/OK‘ is issued and the host might issue the required SRCV command in 

addition to any other operations it needs to execute. The host might return to the pre-

empted socket at any time and issue a new SSND command to send out the balance of 

data. 
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10.3 Software Flow Control Diagram in Socket Send  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure  10-1 Software Flow Control in Socket Send 
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10.4 Host  iChip Hardware Flow Control  

As an alternative to the software flow control method, which requires some software 

attention on behalf of the host, iChip offers a hardware flow control mode. 

This mode is selected by setting iChip‘s FLW parameter Bit 0, using the AT+iFLW 

command. Note that to set FLW Bit 0, the ~CTSH signal needs to be LOW (enabled), 

otherwise iChip returns I/ERROR(063). This convention safeguards iChip from lockup, 

which may arise if FLW Bit 0 is set while the ~CTSH signal is constantly HIGH. 

  

For hardware flow control to operate properly, the ~CTS and ~RTS signals between the 

host and iChip UARTS must be interconnected. 

 

The iChip ~CTSH and ~RTSH can be shorted to circumvent hardware flow control. 

 

Under this mode, iChip assumes that the host transmission might be paused by de-

asserting the ~CTS signal. The host must adhere to this convention. Most UARTs support 

hardware flow control. However, if this is not the case, iChip‘s ~CTS signal must be 

monitored by the host software on a general purpose I/O. 

 

The host can also pause iChip by de-asserting its ~CTS signal. 

 

If a transmission error occurs during processing of a send command (SSND), iChip 

accepts all remaining characters pertaining to the current command (as specified by the 

<sz> parameter) before returning the relevant I/ERROR response. 

 

 

 

 

 

 

 

Figure  10-2 Minimum Hardware Flow Control Connections  

 

 

 

 

HOST 
 

iChip 

~CTS 

~RTS 

~Tx 

~Rx 

~CTSH 

~RTSH 

~Tx 

~Rx 



Secure Socket Protocol Theory of Operation 

AT+i Programmer‘s Manual Version 8.15 11-1 

11 Secure Socket Protocol Theory of Operation 

11.1 Introduction 

iChip implements an SSL3/TLS1 client socket connection. When connecting to an 

SSL3/TLS1 server, iChip negotiates an SSL3/TLS1 secure connection. During the 

negotiation process, the server identifies itself to the client (iChip) by sending a 

certificate. The certificate‘s main purpose is to allow iChip to determine that the server is 

indeed the server it claims to be. 

 

To fulfill its purpose, the certificate contains the server‘s ID information (name, address, 

description, etc.) and its public key. It also contains a digital signature, signed by a third-

party called a Certificate Authority (CA), which authenticates this information. The client 

must trust the CA in order to accept its signature on a certificate. Furthermore, the trust 

relationship between the client and the CA must be established prior to the 

communication session and preferably using alternate methods. iChip‘s CA parameter is 

used to store the CA‘s certificate. Once a trusted CA‘s certificate is stored on iChip, it 

will accept certificates signed by that CA from SSL3/TLS1 servers it connects to. 

 

11.2 Generating Certificates for Use with Servers 

The most common way to obtain a certificate is to buy one from a commercial certificate 

authority. This results in a public key that has been digitally signed by a trusted third-

party. Any clients receiving this certificate can be sure they are communicating with an 

authentic entity. However, in a trusted environment, it is possible to create an in-house 

CA and to self-sign the certificate. 

 

Commercial CA‘s are usually preferred when connecting to multiple unknown servers. 

However, in distributed system configurations where not more than a handful of secure 

servers are deployed; an in-house CA is probably more appropriate and just as secure. 

 

Several free software packages are available for generating certificates. The following 

sections describe how to use the standard OpenSSL package to generate certificates. They 

contain instructions on how to obtain your own certificates suitable for use with servers 

to which iChip will connect. Furthermore, most FTP servers that support SSL3 include a 

certificate generation utility that may be used to generate self-signed certificates. The 

self-signed certificate is part of the FTP server‘s configuration and may also be loaded 

into iChip to allow it to connect to that FTP server using SSL3 secure sockets. 

 

11.3 Using the OpenSSL Package to Create Certificates 

OpenSSL is a widely used SSL toolkit available for free download at 

http://www.openssl.org. The SSL toolkit contains source code that can be compiled for 

Unix, Linux, or Windows. Pre-compiled binaries are also available for these platforms. 

OpenSSL comes with a command line utility for generating keys, creating CA‘s, and 

creating certificates. 

http://www.openssl.org/
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The following instructions assume the OpenSSL package has been installed and 

configured properly on your machine. The instructions walk you through using OpenSSL 

to create an in-house Certificate Authority, sign your own certificates, and generate the 

proper requests in order to receive a signed certificate from a commercial CA. The signed 

certificates can then be installed on servers to which iChip will connect in a secure 

(SSL3/TLS1) manner. 

 

11.4 Creating a Certificate Authority 

The certificate generated using the following steps can be used in deployed systems, in 

which you are the trusted authority. Users of these certificates can be confident of your 

identity. For example, iChip devices communicating with servers that are setup and 

configured by the device vendor can secure their communications using certificates 

signed by the vendor-created Certificate Authority. 

 

In order to store the files to be generated, create a new directory named testCA. 

Open a command shell (on Windows, enter cmd in the Start > Run dialog box). Change 

the command shell‘s working directory to testCA and follow these instructions: 

 

11.4.1 Creating the CA Environment 

The creation of a CA produces several files that must be preserved throughout the 

lifecycle of the CA. You can sign an unlimited number of certificates using a single CA. 

These files are written to each time you sign a certificate. 

1. Under the testCA directory create sub-directories certs and private. 

2. Create a new file named serial. In this file enter the numerals ‗01‘ and save the 

file. 

3. Create an empty file named index.txt. 

 

11.4.2 Creating the Test CA Configuration File 

Whereas you can enter all configuration information in a command line, creating a 

configuration file makes these steps easier to reproduce and allows you to save the 

options used to create a CA. 

 

1. Create a new file named CAcnf.ca using a text editor of your choice. 

2. Add the following basic CA configuration information: 
[ ca ]  

default _ca = CA_default  

 

[ CA_default ]  

dir = /testCA  

certificate = $dir/cacert.pem  

database = $dir/index.txt  

new_certs_dir = $dir/certs  

private_key = $dir/private/caprivkey.pem  

serial = $dir/serial  
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default_crl_days = 7  

default_days = 365  

default_md = md5  

policy = CA_default_policy  

x509_extensions = certificate_extensions  

 

[ CA_default_policy ]  

commonName = supplied  

stateOrProvinceName = supplied  

countryName = supplied  

emailAddress = supplied  

organizationName = supplied  

organizationalUnitName = optional  

 

[ certifi cate_extensions ]  

basicConstraints = CA:false  

 

[ req ]  

dir = /testCA  

default_bits = 1024  

default_keyfile = $dir/private/caprivkey.pem  

default_md = md5  

prompt = no  

distinguished_name = root_ca_DN  

x509_extensions = root_ca_extensions  

 

[ root_ca_DN ]  

commonName = Common Name                      # Server name or YOUR name  

stateOrProvinceName = My State  

countryName = US                              # 2 Letter Code  

emailAddress = myemail@mydomain.com       # Your Email Address  

organizationName = My Organization  

organizationalUnitName = Organization Unit    # Unit Name (ie, section)  

 

[ root_ca_extensions ]  

basicConstraints = CA:true  

 

Note that both dir entries under [CA_default] and [req] must be set to the path to the 

testCA directory created earlier. The root_ca_DN section can be changed to enter 

information specific to your organization. 
 

11.4.3 Creating a Self-Signed Root Certificate 

A certificate authority is essentially a self-signed root certificate. This root certificate is 

used to respond to new certificate requests to create a signed certificate. In this case, 

iChip is both the CA and the originator of the certificate request, so no identity 

verification issues exist. In a more typical situation, however, a CA can only be trusted if 

it performs sufficient background checks into the originator of the certificate request to 

verify its identity. 

 

1. Set the OPENSSL_CONF system environment variable to point to the newly 

created configuration file. 
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 On Linux\Unix, type the following: 
OPENSSL_CONF=/testCA/CAcnf.ca  

export OPENSSL_CONF 

 On Windows, type the following: 
set OPENSSL_CONF=C:\ testCA \ CAcnf.ca  

2. Enter the command for generating the self-signed root certificate (all text is a 

single command typed on one line): 
openssl req ïx509 ïnewkey rsa:1024 ïout cacert.pem ïoutform  PEM 

3. You are prompted to enter a PEM pass phrase. This is your password to the CA 

private key. It is essential for the security of the system that both this password 

and the CA private key are kept secret. 

 

An encrypted caprivkey.pem file, which is the private key for the CA is now stored under 

the private sub-directory. The self-signed cacert.pem file is stored under the top-level 

testCA directory. 

 

The cacert.pem certificate can be used to sign new certificate requests as detailed in the 

following steps. Alternatively, the cacert.pem certificate can be used as-is in a server 

system if the single level hierarchy is considered sufficient. 
 

The cacert.pem certificate has to be loaded into iChip‘s +iCA parameter to enable iChip 

to trust and communicate securely with servers whose certificate is cacert.pem or that 

use certificates signed with cacert.pem. 

 

11.5 Signing a Certificate with a CA Certificate 

11.5.1 Creating a Certificate Request 

Now that the CA has been created, you can use it to sign new certificates. In this 

example, iChip plays the role of the CA, the certificate subject, and the end-user of the 

certificate, so no trust issues exist. A typical process, however, involves communication 

between the certificate subject (you) and a trusted CA. Usually someone wishing to issue 

certificates to end-users would generate a certificate request file and submit it to the 

administrators of a CA. Once the administrators of the CA have determined the request to 

be valid, a self-signed root certificate would be used to sign the certificate request and 

create a new certificate to be returned to the originator of the request, and eventually to 

the end-user. 

 

1. Reset the OPENSSL_CONF environment variable to the default openssl.cnf file. 

Generating a request has nothing to do with a CA before it is actually submitted. 

It is safe to point OPENSSL_CONF to the default configuration file because it 

will force the request command to prompt the user for all information regarding 

the certificate request. Set the environment variable to the default file by typing 

the following: 
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 On Linux\Unix: 
OPENSSL_CONF=/OpenSSL/apps/openssl.cnf  

export OPENSSL_CONF  

 On Windows: 
set OPENSSL_CONF=C:\ OpenSSL\ bin \ openssl.cnf  

2.  Generate the request with the following single line command and answer all 

questions at the prompt: 
openssl req ïnewkey rsa:1024 ïkeyout myprivkey.pem ïkeyform PEM ï

out myreq.pem ïoutform PEM  

 

If you do not want an encrypted private key, add –nodes to the above command. At the 

conclusion of this step two new files are created. The myprivkey.pem file contains the 

encrypted private key. This file must never be shared, not even with the CA. The other 

file is the certificate request file, myreq.pem, which will be used by the CA to create the 

final signed certificate. 

 

11.5.2 Using the Test CA to Issue the Certificate 

The final step of the process is to use the CA self-signed certificate to sign the certificate 

and return it to the originator of the request (subject). 

1. Reset the OPENSSL_CONF system environment variable to reference the CA 

configuration file again. 

 On Linux\Unix type the following: 
OPENSSL_CONF=/testCA/CAcnf.cnf  

export OPENSSL_CONF  

 On Windows type the following: 
set OPENSSL_CONF=C:\ testCA \ CAcnf.cnf  

2.  Make sure that the request file is in the current directory and run the following 

command. The PEM password you are prompted to enter is the password for the 

CA private key file: 
openssl ca ïin myreq.pem  

 

You will be requested to enter the pass phrase for the CA private key that was generated 

above. Enter the pass phrase to continue. 

 

Answer ‗y‘ at the next two prompts, then at the conclusion of this step several files are 

updated and a new certificate is created. 

 

The new certificate can be found in the certs sub-directory. It is named as the serial 

number it is associated with by the CA. The file can be renamed, but the .pem extension 

must be preserved for clarity. The serial file itself increments its count for the next 

certificate request and the index.txt file shows a record of the creation. The new 

certificate file and the myprivkey.pem file are now suitable for use by an SSL server to 

which iChip needs to connect. As mentioned above, the iChip +iCA parameter must 

contain the CA certificate cacert.pem used to sign the server‘s certificate. 
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12 Remote AT+i Service 
 

12.1 Introduction 

The LATI parameter allows configuring iChip to maintain a communication channel that 

supports interacting with iChip from a remote location using the AT+i command set as if 

the commands are administered through the local serial port. When LATI is set to a non-

zero value, iChip opens a TCP listening socket on port <LATI>. This listening socket can 

be used to connect to iChip‘s remote AT+i service. 

 

12.2 Remote AT+i Commands 

When a remote client connects to iChip‘s LATI socket, iChip redirects the socket‘s data 

flow to the AT+i parser, in effect allowing the socket to take over the parser. Any data 

coming from the socket is processed by iChip as if it came from the host serial port and 

the replies are returned to the socket instead of being sent to the host serial port. iChip 

replies with an I/BUSY to commands coming from the host serial port, while the remote 

client is connected. 

 

An exception to this is the ‗+++‘ escape sequence. On detection of ‗+++‘ from the host 

serial port, iChip closes the remote connection and reboots. 

 

If iChip was in the process of performing some Internet activity initiated by the host at 

the time the remote client connected, iChip allows this activity to end and the final reply 

to reach the host before passing control over the parser to the remote client. 

 

12.3 Closing A Remote AT+i Session 

To close a remote AT+i session, the remote client can choose to issue AT+iDOWN via 

the socket. In response to this, iChip restarts. Only I/OK is returned over the socket 

before it is closed by iChip. Alternatively, the remote client can close the socket in order 

to disconnect, leaving iChip‘s Internet session as-is. In the latter case, iChip returns 

control over the parser to the local host port. The LATI listen remains active, available to 

service additional remote connections. After a LATI session is closed, the LSR (last 

session error) web parameter contains the value 096 to indicate that a LATI session has 

been disconnected. 

 

Note: ‗+++‘ sent over the LATI socket is not recognized as an escape sequence. 

 

12.4 Caveats and Restrictions 

 In iChip the remote AT+i service is available even if iChip is in auto baud rate detect 

mode. However, once the remote AT+i connection is established, iChip will no longer 

be in auto baud rate mode and the host will be able to send the ‗+++‘ escape sequence 

only at 9600 baud, if it needs to close the remote session. iChip will then return to 

auto baud rate detect mode when and if the local host or the remote client close the 

LATI session, in effect re-starting iChip. 

Operational%20Parameter3.doc#LATI
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 During a remote AT+i session, the remote client taking over the parser cannot make 

use of iChip‘s mechanisms of Hardware or Software flow control, which exist for the 

local host port. The only mechanism iChip will use is this mode is TCP level flow 

control (using the TCP window). 

 In iChip, AT+IBDR or AT+IBDRA will return ‗I/OK‘ but will not initiate a baud rate 

detection process. 
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13 Nonvolatile Parameter Database 

13.1 Parameter Descriptions  

Parameter Type Range Default Description 

Operational 

TTO INT 0..3600 0 TCP Timeout. Number of seconds to 

wait before returning a timeout error on 

a TCP transaction. 

PGT Unsigne

d INT 

0-65535 0 [mSec] Timeout to resend a PING request. 

BDRF Byte 3..9 or 

‗a‘ 

‗a‘ (Auto) Sets the iChipHost to a fixed baud 

rate. 

LATI INT 0-65535 0 (Disabled) Remote AT+i Service, port number. 

FLW Byte 0..7 0 (S/W) Flow Control Mode 

SDM Byte 0..7 0 (All 

Enabled) 

Service Disable Bitmap 

DF Byte 0..1 0 IP Protocol ‗Don‘t Fragment‘ Bit 

CKSM Byte 0..1 0 (Disabled) Sets checksum mode 

Server Profiles 

DNSn[p] IP 

address 

 0.0.0.0 Domain Name Server IP address 

<n>:1..2 

NTSn String 64 chars NULL Network Time Server name <n>: 1..2 

NTOD Byte 0..1 0 

(Disabled) 

Network time-of-day retrieval flag 

GMTO Byte -12..12 0 iChip location‘s GMT Offset 

DSTD String 64 chars NULL Sets iChip‘s Daylight Savings transition 

rule 

LAN 

MAOR String 12 chars ―00000000

0000‖ 

MAC address assigned to iChip 

DIP Default 

IP 

address 

 0.0.0.0 Default IP address stored in iChip‘s 

nonvolatile memory. 

IPA IP 

address 

 0.0.0.0 IP address assigned to iChip 

IPG IP 

address 

 0.0.0.0 IP gateway address assigned to iChip 

SNET IP 

address 

 0.0.0.0 Subnet address assigned to iChip 

Secure Socket Protocol (SSL3/TLS1) 

CS Byte 0, 4, 5, 

10, 47, 

53 

0 

(propose 

all) 

Set the cipher suite to be used during 

SSL3/TLS negotiations. 

CA String 4 Kbyte NULL Set iChip‘s SSL3/TLS trusted 

Certificate Authority (CA). 

CERT String 4 Kbyte NULL Set iChip‘s SSL3/TLS certificate. 

PKEY String 4 Kbyte NULL Set iChip‘s private key. 

Table 13-1 Nonvolatile Parameter Database   

Operational%20Parameter3.doc#CKSM
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13.2 Restore All Parameters to Factory Defaults 

Syntax: AT+iFD Restore iChip‘s nonvolatile parameter database 

values to factory defaults. 

  

Parameters: None. 

 

Command Options: 

Each of iChip‘s nonvolatile parameters, 

described in the following section, has an 

associated default value. This command restores 

all parameters to the default value. 

An exception to this are the MIS (Modem Init 

String), RPG (Remote Parameter 

Group/Password) and CPF (Communications 

Platform) parameters, which will always retain 

the last set value. 

Result code: 

I/OK After restoring parameters to default value.  
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13.3 Operational Parameters 

13.3.1 +iTTO — TCP Timeout  

Syntax: AT+iTTO=n Permanently sets the number of seconds iChip 

allots an Internet transaction to complete before 

returning the timeout error.  

 

Parameters: n = 0..3600 [seconds] 

 

Command Options: The TTO parameter defines the timeout constant 

for Internet transactions. iChip will return with a 

timeout error for any TCP/UDP/IP transaction that 

didn‘t complete properly within n±10%. Timeout 

measurement is defined between receipt of an 

AT+i command and an iChip response to the host.  

n = 0 is a special case where internal timeout 

constants will be used. 
 

Default: 0 (use iChip‘s factory default timeout values) 

 

Result code: 

I/OK If n is within limits 

I/ERROR Otherwise 

 

AT+iTTO~n Temporarily set the Internet transaction timeout 

value for one session. The permanent value will be 

restored after completing the next session, both if 

the session was successful or not. 

 

AT+iTTO? Report the current Internet transaction timeout used.  

 The reply is followed by I/OK. 

 

AT+iTTO=? Returns the message "0-3600". 

 The reply is followed by I/OK. 
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13.3.2 +iPGT — PING Timeout  

Syntax: AT+iPGT=n Permanently sets the timeout in milliseconds, after 

which iChip will reissue a PING request that has 

not been replied to. 

 

Parameters: n = 0..65535 [milliseconds] 

 

Command Options: After issuing a PING request, in response to the 

AT+iPING command, iChip will wait up to n 

milliseconds for a reply. If a reply is not received, 

iChip will reissue the PING request.  

n = 0 is a special case where a timeout of 2 seconds 

is used. 
 

Default: 0 (use iChip‘s factory default 2 seconds timeout) 

 

Result code: 

I/OK If n is within limits 

I/ERROR Otherwise 

 

AT+iPGT~n Temporarily set the PING transaction timeout 

value for one session. The permanent value will be 

restored after completing the next session, both if 

the session was successful or not. 

 

AT+iPGT? Report the current PING transaction timeout used.  

 The reply is followed by I/OK. 

 

AT+iPGT=? Returns the message "0-65535". 

 The reply is followed by I/OK. 
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13.3.3 +iBDRF — Define A Fixed Baud Rate on Host Connection  

Syntax: AT+iBDRF=n Sets the baud rate on host serial connection. This 

parameter is saved to nonvolatile memory and 

activated only after power-up. 

 

Parameters: n = 3 .. 9 or ‗a‘ 

 

Command Options: 

n = a set baud rate to ‗Autobaud‘ 

n = 3 set baud rate to 2400 

n = 4 set baud rate to 4800 

n = 5 set baud rate to 9600 

n = 6 set baud rate to 19200 

n = 7 set baud rate to 38400 

n = 8 set baud rate to 57600 

n = 9 set baud rate to 115200 

 

When BDRF is set to ‗a‘, iChip will boot in auto baud rate mode. 

In this mode, iChip will synchronize on the first ‗a‘ or ‗A‘ 

character sent (normally as part of an AT or AT+i command) and 

detect its baud rate. The detected baud rate will prevail until the 

iChip is power-cycled or issued the AT+iBDRA command. 

 

Default: ‗a‘ (Autobaud) 

 

Result code: 

I/OK If n is within limits. The iChip will continue 

operating in the current baud rate setting. Further 

power-ups will initialize the baud rate to the new 

selected value, until a different AT+iBDRF 

command is issued. 

 

I/ERROR Otherwise 

 

AT+iBDRF? Returns the code for the specified fixed baud rate. 

The reply is followed by I/OK. 

 

AT+iBDRF=? Returns the message "3-9, ‗a‘".  

The reply is followed by I/OK. 
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13.3.4 +iLATI — TCP/IP Listening Socket to Service Remote AT+i 
Commands 

Syntax: AT+iLATI=port Sets the Remote AT+i service Listen port number. 

When connected to the Internet, opens a TCP/IP 

listen socket on the local IP address and the 

specified port.  

  

Parameters: port = 0..65535 
 

Command Options: 

port=0 Remote AT+i service disabled. 

port=<portnum> Listening port to be used by a remote system 

when connecting to the iChip Family in order 

to send AT+i commands over the Internet. 

 

The Listen socket will accept one remote connect request. When a 

remote system connects through the listen socket, iChip will disable 

its local host serial port and spawn a new TCP/IP socket, ready to 

receive AT+i commands. AT+i response strings will be transmitted 

back to the same socket. 

 

When the connected socket is closed, the local host serial port 

will be re-enabled and the listen socket will be ready to accept a 

new connection. The remote end may also issue the AT+iDOWN 

command to force iChip to disconnect and reboot. 

 

Default: 0 (Disabled) 

 

Result code: 

I/OK Upon successfully opening the remote AT+i 

service TCP/IP listen socket.  

I/ERROR Otherwise. 

 

 

AT+iLATI~n Temporarily set the remote AT+i service Listen 

port. The permanent value will be restored after 

completing the next session, both if the session was 

successful or not. 

 

AT+iLATI? Returns current AT+i service Listen port number. 

 The reply is followed by I/OK. 

 

AT+iLATI=? Returns the message "0-65535".  

The reply is followed by I/OK. 
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13.3.5 +iFLW — Set Flow Control Mode  

Syntax: AT+iFLW=n Sets the flow control mode. 

 

Parameters: n = 0 .. 7 

 

Command Options: 

n = Bitmapped flags:  

Bit 0 0 = Host S/W flow control, using 

Wait/Continue control characters. 

1 = Host hardware flow control based on 

~CTS/~RTS hardware signals. 

  

Bit 1 0 = No Modem flow control. 

1 = Modem hardware flow control based on 

~CTS/~RTS hardware signals. 

  

Bit 2 0 = All hardware control signals: ~CTS, 

~RTS, DTR and DSR are mirrored 

across iChip when transferring data 

transparently to the DCE. 

1 = Hardware signal mirroring is disabled. 

 

Default: ‗0‘ (Host software flow control, No modem 

hardware flow control). 

 

Result code: 

I/OK If n is within limits. See Note. 

I/ERROR Otherwise. 

 

AT+iFLW~n Temporarily set the flow control mode for one 

session. The permanent value will be restored after 

completing the next session, both if the session was 

successful or not. 

 

AT+iFLW? Returns current flow control mode. 

 The reply is followed by I/OK. 

 

AT+iFLW=? Returns the message "0-7".  

The reply is followed by I/OK. 

 

Note: When setting Bit 0 (Host hardware flow control) the ~CTSH signal must be LOW 

(Enabled), otherwise iChip will return I/ERROR(063). 
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13.3.6 +iSDM — Service Disabling Mode  

Syntax: AT+iSDM=n Sets the service disabling mode bits. 

 

Parameters: n = 0 .. 7 

 

Command Options: 

n = Bitmapped flags:  

Bit 0 Disable iChip‘s response to ICMP ECHO (PING) requests. 

When this bit is set, iChip will not respond to any PING requests, 

thereby eliminating the possibility of a PING attack on iChip. 

  

Bit 1 Disable iChip‘s remote debug daemon. When this bit is set, 

iChip will not enable its internal (UDP) debug port, which is 

normally activated for administering remote support. 

  

 

Default: ‗0‘ (All services enabled). 

 

Result code: 

I/OK If n is within limits. 

I/ERROR Otherwise 

 

AT+iSDM? Returns current Service Disabling mode followed 

by I/OK. 

 

AT+iSDM=? Returns the message "0-7" followed by I/OK. 
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13.3.7 +iDF — IP Protocol ‘Don’t Fragment’ Bit Value  

Syntax: AT+iDF=n Sets the value of the ‗Don‘t Fragment‘ bit used in 

all subsequent IP packets. 

 

Parameters: n = 0..1 

 

Command Options: 

n = 0 IP packets transmitted may be fragmented 

by routers. 

 

n = 1 IP packets transmitted may not be 

fragmented by routers. 
 

Default: 0 

 

Result code: 

I/OK If n is within limits 

I/ERROR Otherwise 

 

 

AT+iDF~n Temporarily set the IP protocol ―Don‘t Fragment‖ 

bit to n for one session. The permanent value will 

be restored after completing the next session, both 

if the session was successful or not. 

 

AT+iDF? Report the current IP protocol ―Don‘t Fragment‖ 

bit setting.  

 The reply is followed by I/OK. 

 

AT+iDF=? Returns the message "0-1". 

 The reply is followed by I/OK. 

 

 



Nonvolatile Parameter Database 

AT+i Programmer‘s Manual Version 8.15 13-10 

13.3.8 +iCKSM — Checksum Mode  

 

Syntax: AT+iCKSM=<n> 

 Sets iChip‘s checksum mode. With this mode enabled, 

iChip calculates the checksum of data it returns to host upon 

receiving the AT+iSRCV command. At the same time, 

iChip expects the host to append checksum to the data it 

sends with the AT+iSSND command. iChip compares the 

checksum it calculates with the one calculated by the host to 

verify that data was not corrupted during transmission 

between host and iChip. 

Parameters: n=0 | 1 

Command Options:  

n=0 Checksum mode disabled. 

n=1 Checksum mode enabled. 

Default: n=0 Checksum mode disabled. 

Result code:  

I/OK If n is either ‗0‘ or ‗1‘. 

I/ERROR Otherwise 
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13.4 Server Profile Parameters 

13.4.1 +iDNSn — Define Domain Name Server IP Address  

Syntax: AT+iDNSn[p]=IP Permanently sets the Domain Name Server IP 

Address. 

 Use n=1 to define the Primary IP address of the 

Domain Name Server associated with the ISP 

 Use n=2 to define the Alternate IP address. 

  IP ::= <nnn>.<nnn>.<nnn>.<nnn> 

  Where, 

  <nnn>:  [000..255] 

Parameters: n = 1..2 

 p = optional communication platform modifier for 

iChip Plus. Where, p=‘S‘ to force the (serial) dial-up 

platform and p=‘L‘ to force the LAN platform. p may 

be used to select any platform. If p is omitted, the 

active platform will be used. 

Command Options: 

IP =0.0.0.0 Empty: No DNS defined. 

IP =IP add. IP add. will be used to communicate to the Domain 

Name Server on the Internet. 

 

Default: Empty. No DNS defined. The DNS must be defined ad-hoc. 

In a LAN environment, an empty DNS (0.0.0.0) will 

acquire a value from the DHCP server (if DIP is 0.0.0.0). 

 

Result code: 

I/OK If IP is an empty or legal IP address 

I/ERROR  Otherwise 

 

AT+iDNSn[p]~IP Temporarily set the DNS IP addresses. The permanent 

values will be restored after completing the next 

session, whether the session was successful or not. 

 

AT+iDNSn[p]? Report the current main/alternate DNS address. 

 If no DNS address exists, 0.0.0.0 will be returned. 

The reply is followed by I/OK. 

 

AT+iDNSn[p]=? Returns the message ‗IP Addr.‘  

The reply is followed by I/OK. 

Note: This parameter may be omitted when the target server is defined with an IP addresses 

rather than a symbolic name. 
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13.4.2 +iNTSn — Define Network Time Server  

Syntax: AT+iNTSn=Server Permanently sets the network Time Server name or 

IP. 

Use n=1 to define the primary Time Server. 

Use n=2 to define an alternate Time Server. 

 

Parameters: n =  1..2 

 Server = A network timeserver name or IP address. 

  

Command Options: 

Server=‘‘   Empty. No Network Time Server defined. 

Server=<nts>  The server name or IP address, nts, will be used to 

retrieve the current time-of-day – if the NTOD 

parameter is set to enable time-of-day retrieval. 

Current Time-of-Day will be returned in response 

to the RP8 command. Outgoing Email messages 

will be Time and Date stamped. 

  

Default: Empty. No Network Time Servers defined. 

 

Result code: 

I/OK 

 

AT+iNTSn~Server Temporarily set the Network Time Server to value 

Server. The permanent value will be restored after 

completing the next session, whether the session 

was successful or not. 

 

AT+iNTSn? Report the current value of NTSn. If NTSn is 

empty, an empty line containing only <CRLF> will 

be returned. 

 The reply is followed by I/OK. 

 

AT+iNTSn=? Returns the message ‗String / IP Addr.‘. 

 The reply is followed by I/OK. 
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13.4.3 +NTOD — Define Network Time-of-Day Activation Flag  

Syntax:  AT+iNTOD=n    Permanently sets the network time-of-day 

activation flag to n. 

 

Parameters: n =  0 or 1 

 

Command Options: n = 0:   Network Time retrieval from timeserver is 

disabled. 

 n = 1:  Network Time retrieval is enabled – iChip 

will connect to the Time Server and 

retrieve an updated time reading each time 

it connects to the network. From that point 

on, iChip will maintain time internally. 

While iChip is online, network time shall 

be refreshed every two hours. 

  Current Time-of-Day will be returned in 

response to the RP8 command. Outgoing 

Email messages will be Time and Date 

stamped. 

  

Default: 0 (timeserver retrieval disabled) 

 

Result code: 

I/OK 

 

AT+iNTOD~n Temporarily set the Network Time-of-Day 

activation flag to value n. The permanent value will 

be restored after completing the next session, 

whether the session was successful or not. 

 

AT+iNTOD? Report the current value of the Network Time-of-

Day activation flag.  

 The reply is followed by I/OK. 

 

AT+iNTOD=? Returns the message ‗0-1‘. 

The reply is followed by I/OK. 
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13.4.4 +iGMTO — Define Greenwich Mean Time Offset  

Syntax: AT+iGMTO=n Permanently sets iChip location‘s Greenwich mean 

time offset, in hours. 

 

Parameters: n =  -12..12 

  

Default: 0 

 

Result code: 

I/OK 

 

AT+iGMTO~n Temporarily set the Greenwich Mean Time Offset 

to value n. The permanent values will be restored 

after completing the next session, whether the 

session was successful or not. 

 

AT+iGMTO? Report the current value of GMTO. The reply is 

followed by I/OK. 

 

AT+iGMTO=? Returns the message ‗-12-+12‘. 

 The reply is followed by I/OK. 
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13.4.5 +iDSTD — Define Daylight Savings Transition Rule  

Syntax:  AT+iDSTD=DST_rule   Permanently sets the daylight savings time 

transition rule. 

 

Parameters: DST_rule  ::= ―<HH1.DD1.MM1>;<HH2.DD2.MM2>‖ 

 

Where, <HH1.DD1.MM1> indicates the 

date when Daylight Saving 

Time starts and 

<HH2.DD2.MM2> indicates 

the date when Daylight 

Saving Time ends. 

 HHn ::=  Full Hour (two 

digits). 

 DDn ::= Either specific day, or <F/L><Day of Week>. 

<F/L> ::= F = First, L = Last Day of the month. 

For example: FSun indicates the First 

Sunday of the month. 

<Day of Week> ::= {―Sun‖, ―Mon‖, ―Tue‖, ―Wed‖, 

―Thu‖, ―Fri‖, ―Sat‖}. 

 MMn ::= Month. 

 

Command Options:  

DST_rule=’’  Empty – no Daylight Saving Time definition is applied.  

DST_rule=<dst> Daylight Savings rule defined in dst will be applied 

to the time retrieved from the Time Server when 

reporting the current time. 

  

Default:  Empty. No Daylight Saving Time is applied. 

 

Result code: 

I/OK 

 

AT+iDSTD~DST_rule   Temporarily set the Daylight Saving Time 

Definition to DST_rule . The permanent value will 

be restored after completing the next session, 

whether the session was successful or not. 

 

AT+iDSTD? Report the current value of the Daylight Saving 

Time Definition.  

 The reply is followed by I/OK. 

 

AT+iDSTD=? Returns the message ‗String‘. 

 The reply is followed by I/OK. 
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13.5 LAN Parameters 

13.5.1 +iMAOR — MAC Address of iChip  

Syntax: AT+iMAOR=mac Sets iChip‘s MAC address. 

 

Parameters: mac = MAC address 

 

Command Options: 

mac=<mac@> mac@ must consist of 12 hexadecimal characters. 

 

 

Default: ―000000000000‖ 

 

Result code: 

I/OK If mac is a legal hexadecimal string 

I/ERROR  Otherwise 

 

AT+iMAOR? Report the current MAC address. If no MAC 

address has been defined, the reply will be 

―000000000000‖. 

 The reply is followed by I/OK. 

 

AT+iMAOR=? Returns the message ‗String‘.  

The reply is followed by I/OK. 
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+iDIP — iChip Default IP Address  

Syntax: AT+iDIP=IP address Permanently sets iChip‘s default IP address to  

  IP address. 

 

Parameters: IP address = IP address 

 

Command Options: 

IP address = 0.0.0.0 Empty: At power-up, iChip attempts 

to resolve an IP address via a DHCP 

server. The assigned address is 

stored in the IPA (active IP address) 

parameter. 

 

IP address =<IP ADDR.> IP ADDR.  will be assigned to iChip 

LAN / iChip Plus. The address will be 

stored in the DIP parameter. The DIP 

parameter‘s value is copied into the 

IPA parameter after power-up and 

after the AT+iDOWN command. 

 

Default: Empty (0.0.0.0). No IPA defined. IP address will 

be resolved through a DHCP server, if one is 

available. 

 

Result code: 

I/OK If IP address is empty or a legal IP address. 

I/ERROR  Otherwise 

 

AT+iDIP? Reports the current Default IP address. 

 The reply is followed by I/OK. 

 

AT+iDIP=? Returns the message ‗IP addr.‘.  

The reply is followed by I/OK. 
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13.5.2 +iIPA — Active IP Address 

Syntax: AT+iIPA= IP address Changes the active IP to IP address. 

   

Parameters: IP address =  IP address. 

 

Command Options: 

IP address =<IP ADDR.> IP ADDR.  will be assigned as the 

active iChip IP address. 

 Also changes the permanent Default 

IP address in nonvolatile memory. See 

description of the DIP parameter.  

 

Default: Contents of the DIP parameter at power up. 

 

Result code: 

I/OK If IP address is empty or a legal IP address. 

I/ERROR  Otherwise 

 

AT+iIPA? Reports the current IP address. 

 

AT+iIPA~IP address  Temporarily sets the current IP address. The 

permanent IP address (stored in the DIP parameter) 

will be restored/resolved after completing the next 

session, whether the session was successful or not. 

 

AT+iIPA=? Returns the message ‗IP addr.‘.  

The reply is followed by I/OK. 

 

Note: The IP address is always 0.0.0.0 when iChip is offline. 
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13.5.3 +iIPG — IP Address of the Gateway  

Syntax: AT+iIPG=IP addres Permanently sets the IP address of the gateway to 

be used by iChip. 

 

Parameters: IP address = Gateway IP address. 

 

Command Options: 

IP address = 0.0.0.0 Empty: iChip LAN / iChip Plus will 

try to resolve the gateway IP address 

via DHCP, but ONLY if the DIP 

parameter value has been set to empty 

(0.0.0.0). 

IP address = <IP ADDR> IP ADDR will be used as the gateway 

IP address. 

 

Default: Empty. No Gateway IP defined. 

 

Result code: 

I/OK If IP address is empty or a legal IP. 

I/ERROR  Otherwise 

 

AT+iIPG~IP address  Temporarily set the gateway IP address. The 

permanent IP address will be restored/resolved 

after completing the next session, whether the 

session was successful or not. 

 

AT+iIPG? Report the current gateway IP. 

 The reply is followed by I/OK. 

 

AT+iIPG=? Returns the message ‗IP addr.‘.  

The reply is followed by I/OK. 
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13.5.4 +iSNET — Subnet Address  

Syntax: AT+iSNET=IP mask Permanently sets the Sub Net to IP mask. 

 

Parameters: IP mask  = Subnet mask address. 

 

Command Options: 

IP mask =0.0.0.0 Empty: iChip LAN / iChip Plus will try to 

resolve the subnet address via DHCP, but 

ONLY if the DIP parameter value has been 

set to empty. 

 

IP mask =<MASK> MASK will be used by iChip LAN / iChip 

Plus as the subnet mask. 

 

Default: Empty. No subnet mask address defined. 

 

Result code: 

I/OK If IP mask is empty or a legal IP mask. 

I/ERROR  Otherwise 

 

AT+iSNET~IP mask  Temporarily set the subnet mask to IP mask. The 

permanent subnet mask will be restored/resolved 

after completing the next session, whether the 

session was successful or not. 

 

AT+iSNET? Report the current subnet mask. 

 The reply is followed by I/OK. 

 

AT+iSNET=? Returns the message ‗IP addr.‘.  

The reply is followed by I/OK. 
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13.6 Secure Socket Protocol Parameters 

13.6.1 +iCS — Define the SSL3/TLS Cipher Suite  

Syntax: AT+iCS=n 

 Sets the cipher suite to be used in SSL3/TLS negotiations 

with a secure server. 

The default value ‗0‘ is the all-cipher selection. With this 

value, iChip sends its full list of supported ciphers to the 

server. The server selects the most appropriate cipher to use 

during the handshake procedure. When a specific value is 

specified, iChip requires the server to use that specific 

cipher. 

Parameters: n = A supported cipher suite code, as defined in RFC2246. 

Command Options:  

n = 0 Set cipher suite to ‗propose all‘. When CS is set to 

‗propose all‘, iChip offers all supported cipher suites for 

SSL3/TLS negotiations. The server selects the most 

appropriate cipher suite during the handshake procedure. 

n = 4 Set cipher suite to SSL_RSA_WITH_RC4_128_MD5 

n = 5 Set cipher suite to SSL_RSA_WITH_RC4_128_SHA 

n = 10 Set cipher suite to 

SSL_RSA_WITH_3DES_EDE_CBC_SHA 

n = 47 Set cipher suite to TLS_RSA_WITH_AES_128_CBC_SHA 

n = 53 Set cipher suite to TLS_RSA_WITH_AES_256_CBC_SHA 

+1000 Add 1000 to any cipher suite to prohibit updating this 

parameter from the internal configuration website 

Default: 0 (Propose All) 

Result code:  

I/OK If n is a supported cipher suite code 

I/ERROR Otherwise 

AT+iCS? Returns the current cipher suite value. The reply is followed 

by I/OK 

AT+iCS=? Returns the message ―0,4,5,10,47,53‖. The reply is followed 

by I/OK 
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13.6.2 +iCA — Define SSL3/TLS Certificate Authority  

Syntax: AT+iCA=tca 

 Sets the certificate of the trusted certificate authority. This 

authority is the one eligible to sign a server‘s certificate. iChip 

accepts a server‘s identity only if its certificate is signed by this 

authority. 

Parameters: tca = PEM format DER-encoded X509 certificate 

Command Options:  

tca =<CR><CR> Empty: No trusted certificate authority. 

tca =<cert> cert is referenced as the trusted certificate authority‘s certificate 

during SSL3/TLS1 socket connection establishment 

(handshake). iChip establishes an SSL3/TLS1 socket 

connection only to servers having a certificate authenticated by 

this certificate authority. 

iChip expects cert to be multiple lines separated by <CR>, 

beginning with 
----- BEGIN CERTIFICATE -----  

and terminating with 

----- END CERTIFICATE----- . 

Default: Empty. No trusted Certificate Authority defined. 

Result code:  

I/OK If tca is an empty or legal certificate. 

I/ERROR Otherwise 

AT+iCA? Report the current trusted certificate contents. The reported 

value displays the Certificate Authority name, certificate 

validity date range, and the entire PEM contents. If the trusted 

certificate is empty, only <CRLF> is returned. The reply is 

followed by I/OK. 

AT+iCA=? Returns the message ‗String‘ followed by I/OK. 

 Sample PEM format DER-encoded X509 certificate: 
----- BEGIN CERTIFICATE -----  

MIICPDCCAaUCEHC65B0Q2Sk0tjjKewPMur8wDQYJKoZIhvcNAQECBQAwXzELMAkG 

A1UEBhMCVVMxFzAVBgNVBAoTDlZlcmlTaWduLCBJbmMuMTcwNQYDVQQLEy5DbGFz 

cyAzIFB1YmxpYyBQcmltYXJ5IENlcnRpZmljYXRpb24gQXV0aG9yaXR5MB4XDTk2  

MDEyOTAwMDAwMFoXDTI4MDgwMTIzNTk1OVowXzELMAkGA1UEBhMCVVMxFzAVBgNV 

BAoTDlZlcmlTaWduLCBJbmMuMTcwNQYDVQQLEy5DbGFzcyAzIFB1YmxpYyBQcmlt 

YXJ5IENlcnRpZmljYXRpb24gQXV0aG9yaXR5MIGfMA0GCSqGSIb3DQEBAQUAA4GN 

ADCBiQKBgQDJXFme8huKARS0EN8EQNvjV69qRUCPhAwL0TPZ2RHP7gJYHyX3KqhE 

BarsAx94f56TuZoAqiN91qyFomNFx3InzPRMxnVx0jnvT0Lwdd8KkMaOIG+ YD/is  

I19wKTakyYbnsZogy1Olhec9vn2a/iRFM9x2Fe0PonFkTGUugWhFpwIDAQABMA0G  

CSqGSIb3DQEBAgUAA4GBALtMEivPLCYATxQT3ab7/AoRhIzzKBxnki98tsX63/Do  

lbwdj2wsqFHMc9ikwFPwTtYmwHYBV4GSXiHx0bH/59AhWM1pF+NEHJwZRDmJXNyc 

AA9WjQKZ7aKQRUzkuxCkPfAyAw7xzvjoyVGM5mKf5p/AfbdynMk2Omu fTqj/ZA1k  

----- END CERTIFICATE-----  
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13.6.3 +iCERT — Define SSL3/TLS1 Certificate  

 

Syntax: AT+iCERT=ct 

 Set iChip‘s SSL3/TLS1 certificate. 

Some SSL3/TLS1 servers require the client side to 

authenticate its identity by requesting the client to provide a 

certificate during the SSL socket negotiation phase. This is 

called ―client side authentication‖. If the CERT parameter 

contains a certificate, iChip provides it to the server upon 

request. iChip also needs a private key (see PKEY 

parameter) in order to encrypt its certificate before sending 

it to the server. In addition, the certificate should be signed 

by a certificate authority accepted by the server for the 

client side authentication to succeed. 

Parameters: ct  = PEM format DER-encoded X509 Certificate 

Command Options:  

ct = <CR><CR> Empty. No trusted certificate authority. 

ct =<cert> cert is used as iChip‘s certificate during client side 

authentication. The certificate must be signed by a 

certificate authority acceptable by the server. 

iChip expects cert to be multiple lines separated by <CR>, 

beginning with 
----- BEGIN CERTIFICATE -----  

and terminating with 

----- END CERTIFICATE----- . 

Default: Empty. No trusted certificate authority defined. 

Result code:  

I/OK If ct is an empty or legal certificate. 

I/ERROR Otherwise 

AT+iCERT? Displays current certificate contents. If the trusted certificate 

is empty, only <CRLF> is returned, followed by I/OK. 

AT+iCERT=? Returns the message ‗String‘ followed by I/OK. 
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13.6.4 +iPKEY — Define iChip’s Private Key  

 

Syntax: AT+iPKEY=pky 

 Set iChip‘s private key. 

The private key is required to perform an RSA encryption of its 

certificate (see CERT parameter) when performing client side 

authentication. Special care should be taken to protect private 

key contents from unauthorized parties. For this reason, once 

the private key is stored on iChip, it cannot be read – only 

erased or overwritten. 

Parameters: pky = PEM format 

Command Options:  

pky =<CR><CR> Empty. Any existing private key is erased. 

pky =<pkey> pkey is used as iChip‘s private key to RSA encrypt its 

certificate during client side authentication. 

iChip expects pkey to be multiple lines separated by <CR>, 

beginning with 
----- BEGIN RSA PRIVATE KEY-----  

and terminating with 
----- END RSA PRIVATE KEY-----  

Default: Empty. No private key defined. 

Result code:  

I/OK If pky is an empty or legal private key. 

I/ERROR Otherwise 

AT+iPKEY? Reports the current private key‘s strength (number of bits in 

key). If the key is empty, only <CRLF> is returned. There is no 

way to retrieve pkey contents. The reply is followed by I/OK. 

AT+iPKEY=? Returns the message ‗String‘ followed by I/OK. 

Example: ----- BEGIN RSA PRIVATE KEY -----  

MIICXAIBAAKBgQCoMGVcZ3HNFB/cRfWP7vdZrRK+YB+lez07mAN6Zcd4C19Xi6M6  

dmewb6qQ6TRYC1gBhJ+KtMopGoqQ3v1VSu0Ve/ZrjWNxLN9UAtRMubtkGz2j6OCt  

lx4WsFUWebF8QEEm9+3coMnRqtAdluYEU2F2PTeWUsQfjRQQmBjus/y0wwIDAQAB 

AoGBAKWaKWOHk1zbENfhpn1XTQNmT4tVuDNHGi6gaeRNbM79W54mpsy8ozHtcWOH 

y3tZiAjOngyEIH 3CXWdxuL0PrkmdSk39+V0EIuA0sRxyUTb3/LlDU9DpxlYXBYK5  

Kclq2qH5GBv28QJChG6/dfvuO8a1JyPwD61iOvBvBye/C7QRAkEA1uU7pT8ejcxf  

ZLwaBwUift9Y1kpzrdHYnqJggrhGeZq4bIb8ioOFEgB+JKXSxaQZgxUsIkDVzkO/  

+J/H8KZKywJBAMhcGEftwPqtZMWyqis7rSUpsewaxg79QYDZVSRwi5ynLqtqui4d  

GVSftbXvtZ HRs8uyp3plTFUVFnvPRsUJpukCQEZyJzdola+OS8dOEooymLhWp1y4  

U2ur2wNF37V6iz/aBJMvPSJ7MuhP2QpSgeHghax/CFTCRFS1yPzMBFNTcDkCQEHq 

ko5veNK/4uxruDJbAr68Ne3gbRKXXUp/tdQ0NqpGEkOQ7EmphyDhHk4J2+lqXUWB  

tDm/Q9qmAmyfJ8BBSakCQAaOl0MGdUnyFuanp19jRfLB29oOqMQqyV90r25AxOcN  

HD8Jsmn5vBYm4wdtR8x84Gh7128RfuBS8J0hFb90yRY=  

----- END RSA PRIVATE KEY-----  
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